
Survey DDOS attack and various defense
mechanisms against this attack

Priyanshi Aggarwal
ICL2017010

Shivam Katiyar
ICL2017011

Ashish Gawande
ICL2017012

Shrishti
ICL2017013

Rakhi Verma
ICL2017014

Abstract—Distributed denial of service (DDoS) attack is one of
the major concerns for security experts. DDOS is a cyber attack
on a specific network or server with the intended purpose of
disrupting that network or server’s normal operation. A DDOS
attack does this by flooding the targeted network or server
with a constant flood of traffic which overwhelms the system
causing a disruption or denial of service to the legitimate traffic.
Many defence mechanisms have been proposed to deal with these
attacks. This paper explains DDoS problem by classification of
DDoS attacks and defense mechanisms[2].

I. INTRODUCTION

Denial of service attack is an attempt to cause a victim, site
or node to deny services to its customers. If the attack uses
a single computer and a single network connection to flood
a targeted system or resource, then it is known as Denial of
service attack. If the attack uses many computers and Internet
connections to flood the targeted resource, then it is known as
distributed denial of service attack.Widely scattered zombies
or botnet computers are used to launch DDoS attack that
simultaneously and continuously send a large amount of traffic
to the target system causing the target system to respond so
slowly as to be unusable or crash completely. In DDoS attack,
it is very difficult to distinguish between legitimate user traffic
and attack traffic because of so many points of origin of attack
traffic.[1]

II. HISTORY

Many DDoS attacks have been launched since the summer
of 1999. Yahoo experienced one of the first major DDoS
flooding attacks in February 2000. This attack kept the com-
pany’s services off the Internet for about 2hours leading to
a significant loss in revenue. In year 2002, 9 root servers
that provide the DNS service to users around the world shut
down for an hour because of a DDoS flooding attack. Another
major DDoS attack occurred in 2004 that made the SCO
Group website inaccessible to legitimate users. The virus used
to launch this attack was reused to launch another DDoS
attack against major government news media and financial
websites in South Korea and the United States in 2009. In
2010, a group ‘Anonymous’ launched DDoS flooding attacks
on organizations such as Mastercard.com, PayPal, Visa.com
and Post Finance.Since2012, online banking sites of 9 major
U.S. banks have been continuously the targets of series of
powerful DDoS attacks launched by a foreign hacktivist group
called ”Izz ad-Din al-Qassam Cyber Fighters”.

III. RECENT DDOS ATTACKS

• On October 21, 2016, the 2016 Dyn cyber attack took
place. It involved multiple DDoS attacks targeting sys-
tems that were operated by DNS provider Dyn, which
caused major Internet platforms and services to be un-
available to a large number of users in North America
and Europe. The groups Anonymous and New World
Hackers claimed responsibility for the attack, but hardly
any evidence was provided.[5]

• On 12 April 2018, the California based website security
provider Sucuri suffered a series of massive DDoS attacks
causing service outage in South America, West Europe
and parts of Eastern United States.The attacks began at
around 11 pm when Sucuri network came under non-stop
DDoS attacks.[4]

IV. DDOS ATTACK TAXONOMY

DDoS attacks are mainly classified into four types: Classi-
fication by degree of automation, Classification by exploited
vulnerability, Classification by attack rate dynamics and Clas-
sification by impact.

A. Classification by degree of automation

• Earlier, DDoS attacks used to be manual. They included
scanning of remote remote machines for vulnerabilities,
breaking into them and installing the attack code. These
steps were later automated by the use of semi-automatic
DDoS attacks and automatic DDoS attacks.

• In semi-automatic attacks, DDoS network consist of
handler machines and agent machines. The attacker uses



handlers(master) to specify attack type and victim’s ad-
dress and to command the onset of the attack to agent
machines(slave, daemon), who send packets to the victim.
Semi-automatic attacks can be divided further into attacks
with direct communication and indirect communication.
In attacks with direct communication, the handler and
agent should know each other’s identity in order to
communicate.The main drawback of this approach is that
if the identity of one machine is compromised, the whole
DDoS network can be exposed. Attacks with indirect
communication use some legitimate communication ser-
vice to synchronize agent actions.

• In automatic attacks, the start time of the attack, attack
type, duration and victim are preprogrammed in the attack
code. No communication between the attacker and agent
machines is required.Hence, the possibility of exposure of
attacker’s identity is very low. The main disadvantage of
this approach is that the propagation mechanisms some-
times leave the back door to the compromised machine
open, making possible future access and modification of
the attack code.

B. Classification by exploited vulnerability

DDoS attacks according to exploited vulnerability can be
divided into following categories: flood attacks, amplification
attacks, protocol exploit attacks and malformed packet attacks.

• Flood attacks occur when a network or service becomes
so weighed down with packets initiating incomplete con-
nection requests that it can no longer process genuine
connection requests. In a flood attack, a large amount of
traffic is sent by zombies to the victim’s system to congest
the system’s network bandwidth with IP traffic because of
which the victim’s system slows down, crashes, or suffers
from saturated network bandwidth, preventing access to
legitimate users. Some flood attacks are ICMP flood
attacks and UDP flood attacks.

• In amplification attacks, the agents or the attacker exploit
the broadcast IP address feature of routers to amplify
and reflect the attack and send messages to broadcast
IP addresses. This results in all the routers within the
network sending packets to all the IP addresses within
the broadcast range. This way the large amount of traf-
fic that is produced reduces the victim system’s band-
width.Some well known amplification attacks are Smurf
attacks (ICMP amplification) and Fraggle attacks(UDP
aplification), and DNS amplification.

• An exploit is a piece of software, a chunk of data,
or a sequence of commands that takes advantage of a
bug or vulnerability to cause unintended or unanticipated
behavior to occur on computer software, hardware, or
something electronic (usually computerized). Such be-
havior frequently includes things like gaining control of
a computer system, allowing privilege escalation, or a
denial-of-service (DoS or related DDoS) attack. Protocol

exploit attacks exploit a specific feature or implementa-
tion bug of some protocol that is already installed in the
victim’s system to exhaust available resources. TCP SYN
attack is an example of protocol exploit attacks.

• Malformed packet attacks masquerade the data because
the protocol dissector is limited to fully breakdown the
content by giving factors that are not commonly recognize
in the protocol suite In this type of attacks, agents send
incorrectly formed packets to the victim in order to crash
victim’s system. These attacks can be divided into two
types: IP address attack and IP packet options attack. In
IP address attack, source and destination IP address in
a packet are same which confuses the operation system
of the victim’s system and the system crashes. In IP
packet options attack, the options field of IP packet is
randomized and all quality of service bits are set to
1. This results in additional processing time taken by
the victim’s system to analyze the packet. If multiple
agents are used in this attack, then the victim’s system
may crash. Ping of death, teardrop attack, ARP cache
poisoning are some of the examples of this attack.

C. Classification by attack rate dynamics

Depending on the attack rate dynamics, DDoS attacks can
be classified into continuous rate and variable rate attacks.

• In continuous rate attacks, after the onset of the attack,
the attack is executed with full force and without a break
or without a decrement of force. The impact of such an
attack is very quick.This sudden packet flood disrupts
the victim’s services quickly, and thus leads to attack
detection.

• In variable rate attacks, the attack rate varies as the attack
continues and thus they avoid detection and immediate
response. Based on the rate change mechanism, variable
rate attacks are further divided into increasing rate attacks
and fluctuating rate attacks.Increasing rate attacks gradu-
ally lead to exhaustion of victim’s system resources, thus
delaying detection of the attack. Fluctuating rate attacks
have a wavy rate that is defined by the victim’s behaviour
and response to the attack, at times decreasing the rate
in order to avoid detection.

D. Classification by impact

Based on the impact of a DDoS attack, DDoS attacks are
divided into disruptive and degrading attacks.

• Disruptive attacks leads to complete denial of the victim’s
services to its clients.

• The goal of degrading attacks is to consume some portion
of victim’s system resources. This results in delay of the
detection of the attack and at the same time an immense
damage to the victim’s system.



V. DDOS DEFENSE MECHANISMS

VI. CLASSIFICATION OF DEFENCE MECHANISM AGAINST
DDOS ATTACK

A. Classification By activity
1) Intrusion Prevention: It migrate our services across ip

addresses when an attack against http address is encountered,
then just move the services around the different ip addresses.

• Ingress Filtering : Ingress filtering is technique used to
ensure that incoming packet are actually from the network
from which they claim to originate.This can be used as
countermeasure against DDOS attack.

• Egress Filtering : Egress filtering is the practice of mon-
itoring and potentially restricting the flow of information
outbound from one network to another.egress filtering
helps ensure that unauthorized or malicious traffic never
leaves the inernal network in a corporate network.

• Route based distributed packet filtering : Route based
packet filtering usually use Route based packet filters
to scan drop packets.It is capable of filtering out a
large portion of spoofed IP packets and preventing attack
packets from reaching their targets as well as to help in
IP traceback.

• History based ip filtering : The router keeps a history of
all the valid IP addresses which have previously appeared
in the network. When the e router is overloaded, this
history is used to decide whether to admit an incoming
IP packet.

2) Intrusion detection: Intrusion detection is based on the
assumption that the behavior of of the traffic differs from that
of legitimate user in ways that can be quantified.pattern of
legitimate user behavior can be established by seeing previous
history and deviation from such pattern can be detected.

• Anomaly detection : Here we check the behavior of traffic
that is abnormal with the standard traffic.Many anomaly
detection system is used to check the sign of DDOS
attack.

• Statistical analysis techniques : In statistical analysis
technique, It generate the profile by observing the system
activities to represent behavior. It adopts a victim end
approach and manage the attack with minimum number
of features and identifies the statistical pattern of the
traffic.

• Data mining technique : Data mining technique is used to
early warn the network administrator of a possible DDoS
attack. The method uses the advanced All Repeated
Patterns Detection Algorithm, which allows the detection
of all repeated patterns in a sequence.

3) Intrusion response: Once ddos attack is identified,then
immediate response is to verify the attack source and block
the traffic accordingly.

• IP traceback : IP traceback technique is used to detect low
rate DDOS attack by using new information matrices to
find all the attacks.

• ICMP traceback : ICMP traceback is given by
bellovin.the idea is that we sample every 20000 packet
in a router and send icmp traceback message to the
destination. These icmp message include forward hop
information,reverse hop information,authentication and
origin packet contents.

• Link testing traceback : In this technique the victim verify
each of its incoming links as a potential input link for the
DDoS traffic.Link testing technique work best when there
is a only one attacking source and give bad results under
a Distributed Denial of Service attack.

• Probabilistic packet marketing : In packet marking ,par-
tial route path information is encoded and include the
traceback data in ip packets. It is a method that can be
applied during or after an attack, and it does not require
any additional network traffic, router storage, or packet
size increase.

4) Intrusion tolerance and mitigation: It is impossible to
prevent or stop DDoS completely and focuses on reducing the
attack impact and on maximizing the quality of its services.

• Fault tolerence : Fault tolerance means make duplicate of
network and when network is affected by traffic then it
will still work.

• Quality of service : It describes the guarantee of the
ability of a network to deliver predictable results for
certain types of applications or traffic. Many Intrusion
Tolerant QoS Techniques and Intrusion Tolerant QoS
systems have been developed in order to mitigate DDoS
attacks.

B. Classification by location

1) Victim network: Most of the systems for combating
DDoS attacks have been designed to work on the victim
side, since this side suffered to the attack. The victim has the
greatest motive to place a DDoS defense system, and maybe
sacrifice some of its performance and resources for. increased
security.



2) Intermediate network: DDoS defense technique placed
at the intermediate network are more successful than a victim
network mechanisms since the attack traffic can be managed
easily and traced back to the attackers.

3) Source network: DDoS defense mechanisms placed at
the source network can stop attack flows before they enter the
Internet core and before they sum with other attack flows.[3]

VII. CONCLUSION

Distributed denial of service attacks is a serious and com-
plex problem and consequently, many approaches have been
proposed to counter them. These attacks are growing day by
day.It is important to identify and understand trends in DDoS
attack technology in order to effectively evolve defense and
response strategies.
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