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Introduction

 A wireless network with self-configuring property consisting of mobile nodes 

that communicate with each other over wireless mediums.

 No fixed infrastructure.

 No centralized control. 

 Any node can leave the network and join the network at any point of time.

 Applications like Disaster management, Battle field communication, personal 

area networks etc.





Features

1. Autonomous Terminal

 Endpoints and switches are indistinguishable in MANET.

2. Distributed Operation

 The control and management of the network is distributed among the
terminals.

3. Multi-hop Routing

 Packets should be forwarded via one or more intermediate nodes during
the delivery of data packets.



4. Dynamic Network Topology

 The mobile nodes in the network dynamically establish routing among

themselves as they move about, forming their own network on the fly. It

may require access to a public fixed network (e.g. Internet).

5. Fluctuating Link Capacity

 One end-to- end path can be shared by several sessions. The channel over

which the terminals communicate is subjected to noise, fading, and

interference, and has less bandwidth than a wired network.

6. Light Weight Terminals

 Nodes are mobile devices with less CPU processing capability, small

memory size, and low power storage mostly.



Security Goals

 Availability

 Integrity

 Confidentiality

 Authenticity

 Non Repudiation

 Authorization

 Anonymity



Attacks on MANET

 Absence of any central coordination mechanism and shared wireless medium

makes MANET more vulnerable to digital/cyber attacks than wired network.

 Passive Attacks: Passive attacks are the attack that does not disrupt proper

operation of network .Attackers snoop data exchanged in network without

altering it.

 Active Attacks: Active attacks involve some modification of data stream or

creation of false stream. Active attacks can be internal or external.

 External attacks are carried out by nodes that do not belong to the

network.

 Internal attacks are from compromised nodes that are part of the

network.





Application layer attacks

 Repudiation attack:

 Repudiation refers as denial of participation in communication. Besides

being accessing and enjoying the resources of the network the selfish node

choose not do any job that it is intended to do.

 Security Mechanism:

• Authentication.

 Malicious code attack:

 Operating system is attacked by a malicious node on the system.

 Malicious node sent a Malware or Trojan in to a victim node.

 This malware stays on the network and gains access to any new node in the

network and executes on it without any prior notice.

 Transfer the data of the legitimate node to the malicious node.

 Security Mechanism:

• Firewall between the Web server and your network.

• Remove unused communication ports.



Transport layer  attacks

 Session hijacking

 Malicious node behave as a legitimate system.

 All the communications are authenticated only at the beginning of

session setup.

 At first, he spoofs the IP address of target machine and determines

the correct sequence number. After that he performs a DoS attack on

the victim.

 Attacker now continues the session with the other system as a

legitimate system.

 Security Mechanism:

• Cryptography is one of the most efficient ways to defeat this

attack.



Network layer attacks

 Black Hole Attack

 Malicious node claims itself to form a shortest path from source to

destination.

 Drops all the packets that are routed to this node.

 Security Mechanism

 CBHA (Prevention of a Co-operative Black Hole Attack) is a routing

protocol that is proposed in order to prevent black holes.

 Loyalty based approach.



 Grey Hole Attack

 As in black hole malicious node drops all the packet but in grey hole 

attack it may or may not drop all the packets. 

 It does not have a uniform behavior.

 Security Mechanism

• Messaging criteria where all the other nodes apart from 

the malicious nodes will be notified about the malicious 

behaviour of the node.



 Worm hole attack

 Two attackers combine and form a tunnel

 Create an illusion of having shortest path from source node to target

node.

 Packets are replayed from the final end of the tunnel into the network.

 Security Mechanism:

• A leash is designed to restrict the packets maximum allowed

transmission distance. Leash information is added to the packets.

• Geographical leashes.

• Temporal leashes



 Flooding:

 Malicious node exhaust the resources in the network like battery

power of the nodes, gain access to routes and jam them by flooding

unnecessary RREQ and RREP messages.

 Decrementing the networks functionality and communication.

 Security Mechanism:

• AODV protocol where each node maintains a blacklist and for every node

the number of RREQ it can send is decided and defined.

• It is observed that this attack can cause throughput to go down up to 80

percent.



 Rushing Attack:

 The source node initiates a route discovery request to send packets to

the target node.

 Attacker node also forwards route request to target node.

 If the request sent by attacker are the first one to reach the

neighbors of target node then the will be via Attacker node.

 When the original request sent by the node reaches the neighbors of

the target node, they will be discarded.

 Source node will never be able to discover the correct route which

does not include the attacker node.



 Security Mechanism:

 Neighbor Detection, Secure Route Delegation and Randomized Route

request Forwarding.

 Secure Neighbor detection validates that whether a neighboring node

lies in a maximum transmission range.

 If node A forwards a Route Request and finds that B is a neighbor it

signs a route delegation message so that node B can forward Route

Request.

 Neighboring relationships helps in identifying the genuine nodes.



 Link Spoofing Attack:

 Attacker node A will announce a false link with the two hop neighbor C of

the target node T.

 In OLSR node T will choose node A because node A has a minimum distance

to reach node T’s two hop neighbor C.

`



 Security Mechanism:

 Location Information based detection method is used in conjunction

with cryptography techniques with Global Positioning System(GPS) and

Time Stamp.

 Each node is equipped with GPS and time stamp. Each node

announces its location information with the help of GPS to other

nodes in the network.

 Verify distance between two nodes that claim to be neighbors and

also the transmission range is verified to acknowledge whether a link

can be formed between the two nodes or not.



Data link layer attacks

 Traffic Analysis:

 Adversaries analyse the traffic patterns to gain important information on

network topology.

 Reveals information such as location of nodes, network topology used to

communicate and roles played by the nodes.

 Security Mechanism:

• Mixing

• Dummy Messages

• Routing



Physical layer attacks

 Denial of service

 Attacker frequently sends the message to the other nodes to show him as
a busy node.

 Eliminates a network capacity to perform its expected function.

 Security Mechanism

• Deploy an antivirus program and firewall into your network.

• Reduce the prospect of being a part of such attack where our
computer can be used to attack another.

 Eavesdropping Attack:

 Node simply observes the confidential information.

 The secret information like location, public key, private key, password
etc. can be fetched by eavesdropper.



 Security Mechanism:

 We can protect against network-based eavesdropping attacks by using

encryption.

 Jamming

 Attacker initially keep monitoring wireless medium in order to determine

frequency at which destination node is receiving signal from sender.

 Then it transmit signal on that frequency so that error free receptor is

hindered.



Conclusion

 Basics of MANET are discussed briefly. The reasons that cause security issues 

in MANET are analyzed and examined.

 We have explored how the mobility and scalability features in MANET can 

make the network prone to different attacks.

 We have reviewed vulnerable areas and categorized the attacks that can 

affect the system in every layer of the network. Resolutions of such issues are 

also scrutinized during the survey.

 In future we can look forward to explore more issues on MANET and many 

more solutions to resolve them.
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