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Abstract

Due to rise in interest in bitcoin and other cryptocur-
rencies, blockchain technology has been increasingly
praised and promoted by leaders of dozens of differ-
ent industries. Blockchain is a versatile technology
that has a lot of potential when it comes to indus-
trial applications. A cryptocurrency is a medium of
exchange, such as the Rupee, but is digital. It uses
encryption techniques to control the creation of mon-
etary units and to verify the transfer of funds. How-
ever, there are issues with blockchain and crypto cur-
rency security that should be addressed. Is it be an
almost-perfect system for all types of exchanges? In
this report we try to shed some light on the various
security issues in blockchain and cryptocurrency.

1 Introduction

1.1 Blockchain

The blockchain is an incorruptible digital ledger of
economic transactions that can be programmed to
record not just financial transactions but virtually
everything of value. Picture a spreadsheet that is du-
plicated thousands of times across a network of com-
puters. Then imagine that this network is designed
to regularly update this spreadsheet and you have a
basic understanding of the blockchain. Information
held on a blockchain exists as a shared — and contin-
ually reconciled — database. This way of using the
network has many benefits. The records it keeps are
truly public and easily verifiable. No centralized ver-
sion of this information exists for a hacker to corrupt.
Hosted by millions of computers simultaneously, its
data is accessible to anyone on the internet.

Structure of Block

i) Main data - Field name is self explanatory here,
contains transaction records, bank clearing records,
contract records or IOT data record.

ii) Hash - Contains Hash of Current block as well
as of previous block in two separate fields in order to
maintain the chain.

iii) Time stamp - Time when block is generated.
iv) Other Information - Signature of the block,

Nonce value, or other user defined data.

1.1.1 Security Features of Blockchain

The following are the main features that make
blockchain technology so secure:

i) Blockchain technology relies on a ledger to keep
track of all financial transactions. In the blockchain,
the ledger is decentralized. It would take an incred-
ibly sophisticated, coordinated attack on thousands
of devices, simultaneously, to gain complete access to
the main ledger.

ii) Another feature is the chain itself. The ledger
exists as a long chain of sequential blocks. Each chain
represents another piece of the overall puzzle. Struc-
turally, these records date back all the way to the
system’s launch. This means anyone who tries to
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alter a transaction would first have to alter all trans-
actions leading up to that transaction, and that too
in an accurate manner.

iii) It takes more than just two users to agree upon
the soundness of a transaction. In the blockchain
model, there are hundreds to thousands of distinct
nodes. Each node has a complete copy of the digi-
tal ledger and can independently work to verify the
transaction. If the nodes don’t agree, then the trans-
action is canceled.

iv) The cryptographic keys used in blockchain ex-
changes are also very secure. Each cryptographic se-
quence is long, complex, and virtually impossible to
decipher for someone who does not have the autho-
rization to view it.[1]

1.2 Cryptocurrency

A cryptocurrency is a digital asset designed to work
as a medium of exchange that uses cryptography to
secure its transactions, to control the creation of ad-
ditional units, and to verify the transfer of assets.
Cryptocurrencies are a type of digital currencies, al-
ternative currencies and virtual currencies.

A cryptocurrency like Bitcoin consists of a network
of peers. Every peer has a record of the complete
history of all transactions and thus of the balance of
every account.

The transaction is known almost immediately by
the whole network. But only after a specific amount
of time it gets confirmed. Confirmation is a critical
concept in cryptocurrencies. As long as a transac-
tion is unconfirmed, it is pending and can be forged.
When a transaction is confirmed, it is set in stone. It
is no longer forgeable, it cannot be reversed, it is part
of an immutable record of historical transactions: of
the so-called blockchain.

Only miners can confirm transactions.[5] For this
job, the miners get rewarded with a token of the cryp-
tocurrency.

1.2.1 Properties of Crypto currency

Cryptocurrencies are built on cryptography. They
are not secured by people or by trust, but by math-
ematics. The following are some common important

properties of cryptocurrencies :

1.) Irreversible: After confirmation, a transac-
tion cannot be reversed by anybody. No one can help
you if you sent your funds to a scammer or if a hacker
stole them from your computer.

2.) Pseudonymous: Neither transactions nor ac-
counts are connected to real-world identities. You re-
ceive Bitcoins on so-called addresses, which are ran-
domly seeming chains of around 30 characters. While
it is usually possible to analyze the transaction flow,
it is not necessarily possible to connect the real world
identity of users with those addresses.

3.) Fast and global: Transactions are propa-
gated almost instantly in the network and confirma-
tion is also received in a couple of minutes. Since
they happen in a global network of computers there-
fore your physical location does not matter.

4.) Secure: Strong cryptography and the involve-
ment of big numbers makes it impossible to break
this scheme. A Bitcoin address is more secure than a
military base.

5.) Controlled supply: Most cryptocurrencies
limit the supply of the tokens. In Bitcoin, the sup-
ply decreases in time and will reach its final number
sometime around 2140.

6.) No debt but bearer: Cryptocurrencies
don‘t represent debts. They just represent them-
selves. They are money as hard as coins of gold.[2]

2 Security issues

2.1 Security issues in Blockchain

Like any system, blockchain has points of vulnera-
bility. Any business dealing with blockchain must
consider these issues with blockchain security: [3]

i) The complexity of the technology: It’s a
difficult system to create from scratch. One small
mistake and the entire system could be compromised.
The complexity of the technology makes it very diffi-
cult for the average person to understand as a result
they may not properly understand the risks and func-
tion of the system.

ii) The size of the network: For blockchain to
work, there needs to be at least thousands of nodes
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working in unison. This leaves blockchain systems
vulnerable to attack and corruption during the early
stages of growth. For example, if a single user or
a group of user gets control of just 51 percent of the
nodes on a system, then they may be able to fully con-
trol its outcomes: Known as The Majority Attack[1]
.

iii) The speed and efficiency of the network:
The design of the blockchain may also compromise
its ability to process exchanges at a suitable rate. If
a system grows too complex or in-demand before it
develops a proper infrastructure, it can lead to data
storage and transaction speed issues. For example
Fork Problems[1] in Blockchain.

iv) The politics of execution: The fact that
blockchain-based currencies are decentralized and in-
ternational means that government-controlled cur-
rencies could become intrinsically less valuable. Ac-
cordingly, some national governments are working to
introduce heavier regulations to the blockchain. They
hope to control it before it threatens their economy
or grows too powerful.

v) Third-party systems: NiceHash, a third-
party Bitcoin mining marketplace, was recently
hacked, losing more than 60 million dollars of cryp-
tocurrency, because its platform was not secure. This
wasn’t a flaw with the blockchain. Instead, cyber-
criminals gained access to the system by using the
blockchain.

vi) Blockchain transactions make use of a
public and private cryptographic key: Those
keys are nearly impossible to crack on their own, but
a cybercriminal could get ahold of those keys through
more conventional, easier means.

2.2 Security issues in Cryptocurren-
cies

Cryptocurrencies are basically the same as e-money,
That means they also have the same problems as clas-
sic e-payment systems. However, the operating prin-
ciples specific to cryptocurrencies sometimes make
the problems more likely to occur, and thus more
disturbing. In addition, the same principles are re-
sponsible for a certain number of risks unique to
cryptocurrencies.[4]

i) Spoofing payment information and phish-
ing: Suppose you are transferring money to a friend.
You copy his wallet address correctly, but malware
replaces the address in the clipboard with another
one. Most users do not double check an address after
copying it. Especially if the address is a long jumble
of characters.

Users of a traditional bank or payment system can
also fall victim to cyberthieves. However a traditional
system allows us to cancel the transfer.

ii) Hacking a payment gateway: Using a
genuine payment gateway with the correct ad-
dress can also result in a loss of money. In
June 2017, the most popular Web wallet for the
Ethereum Classic cryptocurrency, with the orig-
inal address https://classicetherwallet.com/, sud-
denly started stealing money from users’ wallets.

Turned out, hackers had used social-engineering
methods to convince the hosting provider that they
were the real domain owners. After gaining access,
they started intercepting cash flows.

Classic financial services can also fall prey to this
type of attack. For example, in Brazil this year, hack-
ers hijacked a whole bank.

iii) User address error: Loss of money due to
an error in the address to which the money is trans-
ferred is a risk that is very specific to cryptocurren-
cies. Even one digit error in the address might result
in money disappearing into thin air or the amount,
intended to be transferred, getting multiplied by a
large number say 256!

iv) Loss of a wallet file: Most users store
their cryptocurrency wallet files on their computers.
Therefore, they can be stolen using malware or lost
if the hard disk crashes. So most advanced users
make hard copies of their secret key and purchase
USB hardware wallets. But the number of such users
is small. The situation with “centralized” e-money is
far better at present. It is the rare Internet bank that
does not require two-factor authentication and confir-
mation of transactions using SMS with one-time-use
passwords. And in the case of corporations or large
amounts, the use of a USB token is mandatory.

Another frequent question is, If the public key is
generated from the private key, how difficult is it to
reverse engineer the private from the public? Your
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wallet’s private key is used to generate your public
key, which people can use to send you money. But
the wallet software is also responsible for using your
private key to send money to others. It does this
by signing the transaction using ECDSA. Although
ECDSA is computationally secure when used prop-
erly still it may allow for the reverse engi- neering
of private keys when the secret random num- ber k
used in the algorithm is generated by a faulty random
number generator.

v) Insecure ICOs: In 2017, investing in projects
associated with a blockchain or cryptocurrencies be-
came very popular among cryptocurrency holders.
This type of fundraising is called an ICO — Initial
Coin Offering. Using cryptocurrencies has made it
easy to raise outrageous amounts of funds with noth-
ing more than an Internet connection. More than
1.7 billion dollars has already been raised through
ICOs in 2017. But the problem here is that the cryp-
tocurrency market still is not regulated by any means,
there are no risk assessment mechanisms, and there
is no guarantee — like at all — of return on invest-
ments, except the word of honor of people who came
up with the project.

2.2.1 Tips for cryptocurrency holders and
crypto-investors

Tips:

1.) Always verify a Web wallet’s address, and
don’t follow links to an Internet bank or Web wallet.
Before sending, double-check the recipient’s address,
the amount being sent, and the size of the associated
fee.

2.) Write down a mnemonic phrase that allows
you to recover a cryptowallet if you lose it or forget
your password.

3.) Keep a cool head and make informed decisions
when crypto-investing, and don’t panic or hurry.

4.) Use cryptocurrency hardware wallets i.e. ded-
icated hardware (such as a USB device) that is built
specifically to hold cryptocurrency and keep it secure.

5.) Run high-quality antivirus protection to pro-
tect the devices used to access cryptowallets, trade
on crypto-exchanges, and so on.

3 Conclusion

After looking at the security issues highlighted in this
report one cannot help but wonder if blockchain and
cryptocurrencies are safe or not. The system itself is
fairly airtight, so long as it has been executed prop-
erly, and has a decent network of users on the system.
However, any system has some vulnerability, and the
blockchain is no exception. The key thing to remem-
ber here is the vast majority of blockchain security
breaches are related to human error. When properly
executed and protected, the blockchain is transparent
and tamper-proof. And, that is about as “secure” as
a technology can get.
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