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Abstract—Cloud computing is one of the todays trending
technologies due to its ability to reduce costs associated with
computing with increased flexibility and scalability for computer
processes. Virtualisation, parallel computing, grid computing,
distributed computing and other technologies are used in cloud
computing. Cloud computing enhances the quality of computing
services with cost reduction and improved performance, but its
widespread usage is diminished because of security issues which
affects the quality of service and customers data privacy.

In this paper, we present a survey regarding the security
issues in terms of security threats and their solutions. We
perform comparison of security threats faced by cloud platforms.
This paper also addresses security challenges regarding the
users identity and access with emerging Identity and Access
Management(IAM) protocols and standards. We also present the
future prospective of cloud computing and its security.

I. INTRODUCTION

In recent years, as the demand for data and number of online
users has increased, the traditional computing infrastructure is
becoming costlier and harder to manage. Traditional comput-
ing is not suitable for accessing data anywhere and at any time.
In order to do so, we need to save data on external storage
system. This rapid increase in global internet usage needs new
ways of managing the volume, variety and availability of data,
therefore we are moving towards cloud computing.

The main idea of cloud computing is to outsource the
management and delivery of software and hardware resources
to third-party companies (cloud providers), which specialize
in that particular service and can provide much better quality
of service at lower costs in a convenient fashion. The U.S.
National Institute of Standards and Technology (NIST) defines
cloud computing as “a model for enabling ubiquitous, conve-
nient, ondemand network access to a shared pool of config-
urable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and
released with minimal management effort or service provider
interaction.”[1]

A. Cloud Service delivery models

Cloud Computing offers services based on three delivery
models, namely:

1) Infrastructure as a Service: In this model raw IT re-
sources such as data storage, servers and networking are pro-
vided to the cloud consumers over the Internet. Hypervisors,
such as Xen, Oracle VirtualBox, KVM, VMware ESX/ESXi,
or Hyper-V, run a set of virtual machines on real IT resources
and provide virtualized versions of these resources to cloud
consumers.

2) Platform as a Service: It is the middleware of service
model and it delivers the services in the form of develop-
ment tools, framework, architecture, programs, and Integrated
Development Enviroments (IDE). Users can build, compile
and run their programs without worrying of the underlying
infrastructure.

3) Software as a Service: It is a service that offers on-
demand pay per use of application software to users. This
service is platform independent. Cloud runs a single instance
of the software and this software is available for multiple end
users. Computing resources are managed by the third party
vendors.[5]

B. Cloud computing basic component

In this section, we will discuss the basic components on
which cloud computing is deployed. Here we discuss some of
the important components:

• Virtualization: It is the ”creation of a virtual (rather
than actual) version of something, such as a server, a
desktop, a storage device, an operating system or network
resources”. In other words, Virtualization is a technique,
which allows users to share a single physical instance of
a resource or an application among multiple customers
and organizations. It does by assigning a logical name to



a physical storage and providing a pointer to that physical
resource when demanded.

• Multi-tenancy: Multi-tenant environment can have mul-
tiple customers or users who do not see or share each
other’s data but can share resource or application in an
execution environment, even if they may not belong to
the same organization. Multi-tenancy results the optimal
utilization of hardware and data storage mechanism.

• Cloud storage is a service model in which data is main-
tained, managed, backed up remotely and made available
to users over a network (typically the Internet).

• The hypervisor: It is also called as virtual machine
monitor and it creates and runs virtual machines on
a single hardware host. Hypervisor is installed on the
physical hardware to support the Operating Systems.[3]

II. CLOUD COMPUTING SECURITY

In cloud infrastructure, an organisation’s sensitive informa-
tion is kept at geographically dispersed cloud platforms and
this critical information is not under the direct control of
organisation. So, security is a very important concern in cloud.
As the data is stored at remote locations, so the server which
stores data can’t be fully trusted. Data owner can’t trust the
cloud owner to handle the data as cloud owner himself can
change the original data and there will be loss of integrity. If
hackers tamper data then it won’t be even identified by service
providers. Thus there is a need to address cloud computing
security issues.

A. Categorization of attacks based on cloud components

Since the server machines are connected using an internal
network, an attack on the network may produce a detrimental
impact in the form of communication delays or even the
network being inaccessible. Likewise, the attacks on virtual
machines and hypervisors severely breach the security for
malicious purposes. The applications are also prone to security
threats, as this layer contains software which has always been
vulnerable to hacks and security attacks.

Thus, we have categorized attacks on a cloud platform based
on its core components: network, virtual machines, storage and
application.

1) Network based attacks: Cloud machines are located in
different geographical regions which are connected through a
network. An attack through network may bring down the QoS
and put confidentiality at risk. It may even lead to network
being accessible. Network based attacks are elaborated below:

a) Port scanning: An attack that identifies open, closed
and filtered ports on a system. Port scanning is not used by its
own, but it gives attacker some specific information about the
status of ports which can be used in further attacks such as
DDos attack. Malicious port scanning is typically conducted
on ports after the 1024 mark because ports prior to that are
usually affiliated with more standards port services. Firewalls
may be used to detect and hinder such attacks. Additional
informations about the scanner such as attackers port location
and operating system can be detected by capturing the packets.

This leads to recognize the identity of scanner and guessing
which sorts of attack can be performed. [12]

b) Botnets Attacks(Stepping Stone Attack): Botnets
spread by systematically working through, by dynamically
scanning the machines and network space around them, seek-
ing specific vulnerabilities. For example, a bot program might
find a business computer it can infect using an unpatched
Windows vulnerability. It then moves on, sifting through the
entire network while probing other machines for vulnerabili-
ties. At the same time, the newly infected machine becomes
a functional bot. The bot may infect other computers on the
network, which can include other businesses or customers. The
cycle continues. A bot-master may then use these bots for
DoS attack, stealing data and passwords. This type of attack
is called flooding attack. Firewall can be used to allow or deny
access to the requests. Challenge Response Protocols, which
uses puzzles to differentiate human and bots can be used to
prevent such attack. [7]

c) Spoofing attacks: Spoofing attacks are used to imper-
sonate entities in a network for malicious purposes. Spoofing
attack mostly include IP address spoofing, ARP spoofing and
DNS server spoofing. An IP spoofing attack may replace the
IP address in a network packet with a forged source IP address.
ARP spoofing is used to resolve a target IP to link the attackers
MAC address which makes an attacker a legitimate member
of the network. DNS server spoofing can redirect users to
attacker’s controlled server. Packet filtering, use of spoofing
detection software and use of cryptographic network protocol
(TLS, SSL, HTTPS) can be used to prevent spoofing attack.
[13][14]

2) Virtual Machine(VM) based attack: Because cloud com-
puting depends on virtualization technology, vulnerabilities
in hypervisors and virtual machine (VM) images can also
compromise security. Any weakness or flaw in the hypervisor
complex code might compromise the isolation between VMs
residing in the same server. Cloud computing is also vulnerable
to flaws in code performing migration of VMs among servers,
and VM snapshot and rollback. These vulnerabilities can lead
to integrity compromises, data disclosure, and denial of service
(DoS) attacks. VM images in public repositories might contain
malware, or vulnerable or unpatched code. VM based attacks
are explained below:

a) Virtual machine isolation: The primary benefit of
virtualization is isolation. If it is not deployed correctly then
it can be a threat to the cloud environment. The workload is
separated amongst the VMs is one of the important issues in
implementing the cloud. It can lead to data leakage and cross-
VMs attack. So the isolation process should be configured
carefully while deploying virtual machine in cloud infrastruc-
ture.

b) Cross VM side channel attack: It occurs when an
attacker places a malicious virtual machine on the same
physical machine as the victim machine to extract information
regarding resource usage, cryptographic keys and other infor-
mation from a target VM. A general solution to prevent side-
channel attacks is hard isolation: completely prevent sharing of



particular sensitive resources. Such isolation can be obtained
by avoiding multi-tenancy, however, hard isolation reduces
efficiency and raises costs because of stranded resources that
are allocated to a virtual machine yet left unused. [15]

c) VM migration and roll back attack: When an active
VM is being migrated to a new physical machine, the contents
of the VM files become vulnerable to attack. The hypervisor
can suspend a VM at any time during execution, take a
snapshot of current CPU states, disk and memory and resume
a snapshot later without guest VM awareness. In a rollback
attack, a user can take advantage of previous snapshots and
run it without the users awareness and then clean the history
and again run the same or different snapshot. By cleaning
the history, the attacker will not be caught for his suspicious
activities. For example, an attacker can launch a brute force
attack to guess a login password for VM, even if the guest OS
has a restriction on the number of attempts such as blocking
the user after three failed attempts or erasing all data after 10
times, the attacker can still rollback the VM to its initial state
after each try. The attacker will clear the counter inside the
VM and bypass the restriction and run the brute-force attack
again. An effective configuration of security policies or proper
suspend/resume make it more secure.

d) VM scheduler based attack: It results in theft-of-
services or resource stealing. A hypervisor scheduler may be
vulnerable to behaviour by virtual machines which results in
inaccurate or unfair scheduling. Such attacks typically rely
on the use of periodic sampling or a low-precision clock to
measure CPU usage; like a train passenger hiding whenever
the conductor checks tickets, an attacking process ensures it
is never scheduled when a scheduling tick occurs.

3) Storage based attack: Attacker from outside or even an
insider may steal private data stored on some storage device.
Consider two types of storage based attacks on clouds:

a) Data Scavenging: While erasing data from a storage
device, the system does not remove it completely, which
may be recovered by attackers. When same resource is re-
allocated to new user, data storage of previous user may
become accessible to new user. Encryption of data before it
is stored on the cloud and password authentication technique
can be to prevent the attack.

b) Data deduplication: Deduplication is a process that
eliminates redundant copies of data and reduces storage over-
head. Data deduplication techniques ensure that only one
unique instance of data is retained on storage media. Redun-
dant data blocks are replaced with a pointer to the unique data
copy. Identifying the existance of specific files and learning
the content of files are the mostly used attacks using data
deduplication. Data loss can occur in case of server failure.
Data access can also be prevented in case of server outage as
CSP is storing only a single copy of data. Using encryption
and performing deduplication at the server can be used to
prevent the attacks. The deduplication exploitation risk may
be mitigated by ensuring the deduplication to occur only if
there is a specific number of copies of the file. Proof of
ownership of data can also be used to mitigate security issues.

It is basically a challenge-response protocol that is executed
between an outsourcing user and a CSP. Proof of ownershp
allows a CSP to verify whether a user who wants to outsource
data really owns it without having to upload the entire content
of the data. [4]

4) Application based attack: Protocols which are used
to access various cloud services may be exposed to attack
by injection malicious codes. Architectural components are
being shared may be used by an application as a source for
performing malicious activities. There are mainly three types:

a) Malware injection and steganography attack: In a
malware injection attack, an adversary attempts to inject
malicious service or code, which appears as one of the valid
instance services running in the cloud. In steganography attack
,attackers embed malicious code within the valid files being
transmitted over the network and it may be ignored by security
systems, for which it seems as if a normal file is being sent.

b) Shared Architecture: Execution path of victims appli-
cation can be traced and can be used to detect victim’s activ-
ities and hijack user account. The timing information leakage
using shared resource based attack may be tackled through a
transformation called if-conversion. It works for control flow
based side channel in which program execution is traced by
finding the path followed during execution of program. The
transformation of code for conditional execution of program
protects against the control based side channel attack. Anti-
virus software can be used to detect such instances.[2]

c) Web services and protocol based attack: Web services
use various protocols such as SOAP(Simple Object Access
Protocol) for cloud requests. Header of SOAP message con-
tains signature which is kept unchanged while the message
body is replaced with malicious request. This invalid request
in validated by cloud provider which makes the entire cloud
vulnerable. The possible counter measure for this type of
attack could be performing a service instance integrity check
for incoming request. A hash value can be used to store on
the original service instance and compare this value with the
hash value of all new service requests. [10]

III. CLOUD COMPUTING SECURITY MANAGEMENT

Recently most of the organisations are analysing the cloud
technology as a cost saving tool, regardless of the level of
security provided by Cloud Service Provider (CSP). Various
identity based attacks are hitting the cloud services, which
brings privacy at high risk. Identity as a Service (IDaaS) has
become a new third party cloud service which manages the
identity of legitimate users. Our focus in data security aspect
which is Identity Access Management (IAM) in the cloud.[6]

A. Identity and Access Management(IAM)

Unauthorized access and accounts hijacking are two of
the largest cloud security threats. Both these security threats
can be well mitigated with the deployment of top-quality
identity and access management system. IAM can be defined
as a method that provide an adequate level of protection for
organisation’s resources and data through rules and policies



which are enforced on users through various techniques such
as login password, assigning privileges and provisioning user’s
account. User’s identity, presence and location are three traits
related to users digital identities. Presence is associated with
real-time communication system and location specifies the
geographical location, e.g. IP address. Current practices of
IAM are Authentication, Authorization and Auditing.

• Authentication It involves verifying the identity of users
or systems which is served by another service.

• Authorization Once the authentication process succeeds,
process of determining the privileges could be given to
legitimate users and at this stage, system will enforce the
security policies.

• Auditing It is the process of reviewing and examining
the authorization and authentication in order to detect any
system breaches.

Organisations handle IAM using two protocols:
1) SAML(Security Assertion Markup Language): It is used

as a tool to exchange the authorization and authentication
attributes between identity provider and cloud service provider.
It supports digital signature and encryption.

2) OAuth(Open Authentication): OAuth is a very interactive
and interesting protocol which allows users to share their
private resources located on one CSP with another CSP,
without exposing the personal identity. It provides a service
for users to access the programmable application hosted on
different CSP without disclosing the identity credentials.

IV. FUTURE TRENDS OF CLOUD COMPUTING SECURITY

The popularity cloud computing is promising with sig-
nificant growth by 2020. Cloud technologies will alter the
way infrastructure is viewed along with application platform
and software development. Artificial intelligence and machine
learning will play a major role in cloud computing adaption.
The challenges exist not in the security of cloud itself but
in the policies and technologies for security and control
for the technology. Enterprise security should instruct and
educate their teams about the control features offered by
cloud providers.Very few security incidents thats have affected
organisations using cloud have been on the part of provider,
predictions say that 95 percent of cloud security failures will
take place on behalf of the legitimate customers. For entry
into the secure premises user will not only need to be in
possession of an electronic key, but also undergo a potential
procedure for biometric scanning. A third-party cloud access
security broker(CASB) vendor provide solutions designed
for enforcing cloud security and access restriction policies.
Ransomware like Cryptolocker and WannaCry can attack on
users cloud data as well.

V. CONCLUSION

Cloud computing is revolutionizing how Information Tech-
nology resources and services are used and managed, but
the revolution always comes with new problems. Despite
bringing several advantages, the cloud still is vulnerable to
many security challenges. This is why security is the major

challenge in adoption of the cloud. We have depicted some
crucial and well known security attacks and have suggested
some potential solutions.
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