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Abstract—Internet-of-Things (IoT) are everywhere in our daily
life. They are used in our homes, in hospitals, deployed outside to
control and report the changes in environment, prevent fires, and
many more beneficial functionality. However, all those benefits
can come of huge risks of privacy loss and security issues.In this
paper, we aim to provide a thorough survey related to the privacy
and security challenges of the IoT.The majority of the survey is
focused on the security loopholes arising out of the information
exchange technologies used in Internet of Things.

I. INTRODUCTION

The essence of the Internet of Things (IoT) is the concept
of every device blending with the existence of human be-
ings.There is a seamless integration between us and the things
around us. Every device is connected to every other device,
communication with one another, transferring data, retrieving
data and intelligently responding, triggering actions. As such
IoT, even with all its advanced capabilities in the information
exchange area, is a flawed concept from the security viewpoint
and proper steps has to be taken in the initial phase itself
before going for further development of IoT for an effective
and widely accepted adoption.

II. IOT SYSTEM MODEL AND POSSIBLE ATTACKS
IN EVERY LAYER

IoT system model can be described by three main layers.

A. PERCEPTION LAYER

Collection and processing of data is done by this layer. This
layer consist of physical IoT sensors. In this layer processing
of data is done by the technologies such as RFID,WSN ,GPS
and many more.

ATTACKS POSSIBLE IN THIS LAYER:
1) Physical Attacks:Physical attacks are focused on the

hardware components of the IoT system. Attackers need
to present physical.Some examples are:

a) Attacker can damage the node physically. He
can physically inject the malicious code into the
node.Authentication is very difficult in distributed
environment, because of this any malicious node
can use a fake identity for malicious attack.

b) DoS: Attackers can exploits the finite processing
ability of the node to make them unavailable.

c) Routing attack: Intermediate malicious node can
modify the routing paths.

d) Data transmit attack: Many kind of attack are
possible on the confidentiality and integrity of data
during the transmission.

B. TRANSPORTATION LAYER

Main task this layer is to transmit the gathered data to
any information processing system by using communication
networks such as 3G,WiFi,internet etc.

ATTACKS POSSIBLE IN THIS LAYER:
1) Routing attacks: Intermediate malicious node can mod-

ify the data during the collection of data and forwarding
processing.

2) DoS attacks: As we know that IoT networks are het-
erogenous and complex and due to this attack is possible
in this layer.

3) Data transmit attack: Various attacks are possible during
the data transmission.

C. APPLICATION LAYER

The application layer provides the user interface. This layer
provide smart services to meet customer needs.

ATTACKS POSSIBLE IN THIS LAYER:
1) Data leakage: The attacker can easily steal the data by

knowing the vulnerabilities of the service such as user
name and password.

2) DoS attack: attackers can destroy the availability of
service itself.

3) Malicious code injection: Attackers can upload mali-
cious codes in software such as virus.



III. TRUST IN IOT

Trust management is an abstract system that processes sym-
bolic representations of social trust, usually to aid automated
decision-making process . For the IoT world, the development
of trust mechanisms is fundamental to help people to overcome
perceptions of uncertainty and risk in using IoT services and
applications . Some basic idea about the trust management
technology has been discussed below:

A. TRUST PROPERTIES

Trust is a very complicated concept that is inuenced by
many measurable and non-measurable properties. The prop-
erties inuencing a trust decision can be classied into ve
categories :

1) Trustees objective properties: such as security of IoT
system, dependability and privacy preservation.

2) Trustees subjective properties: such as trustee honesty,
benevolence and goodness.

3) Trustors subjective properties: such as trustor disposition
and willingness to trust.

4) Trustors objective properties: such as the criteria or
policies specied by the trustor for a trust decision.

5) Context: The situation or environment (time, place,
involved entities) in which the entities operate. The trust
relationships of a IoT device in a controlled environment
are different from those a public space where there are
unknown and untrusted entities.

B. IMPORTANCE OF TRUST

The main advantages of introducing trust mechanism into
IoT are certainty in collaboration, excellent flexibility, better
efciency, uniforming decision-making for heterogeneous loT,
compatibility between trust and security.

C. TRUST MANAGEMENT GOALS

To provide trustworthy IoT system, trust management in IoT
should achieve the following objectives grouped in different
categories as follows.

1) Layer Goals:

1) Data perception trust: This can be achieved by the secure
and accurate data sensing and collection. (perception
layer goal)

2) Data communication trust:Informations should securely
reached to the destination (perception and transportation
layer goal)

3) Data fusion and mining trust : Collected data in IoT
should be processed and analyzed in a trustworthy way
e.g. with regard to privacy preservation and accuracy
(application layer goal).

4) Quality of IoT services: This objective should be ensured
through only here, only me and only now services
(application layer goal).

5) Human-computer trust interaction: To support user us-
ability using IoT services (application layer goal).

2) Cross-Layer Goals:
1) Generality: Trust management technology for different

IoT model and services should be generalised in order
to be applied in every platform avoiding the complexity
of heterogeneous technology.

2) Trust relationship and decision: It is necessary a Trust
relationship evaluation for all IoT entities so that they
can make appropriate decision for trust management.

3) System security and robustness: Trust of user lies on the
system which is secure and strong enough to withstand
intellectual challenges of open environment.

4) Privacy preservation: User policies for exchanging their
personal data as well as the confidentiality of those data
should be maintained.

5) Identity trust: The identity of different user should be
recognised accomplishing all their trust objectives in an
IoT system(e,g identity privacy).

D. IOT SECURITY
IoT manufacturers mostly neglected security in IoT devices

to cut costs and because of short time to market. Now a days
IOT devices have become the part of our daily life including
our home, office, car and even our body. Because of all these
reasons security of IoT devices is very necessary.

1) Security Goals: CIA Security Model: CIA model consist
of three main areas of security which are : Data Confidential-
ity, Integrity and Availability.

1) Data Confidentiality: It refers to protect the data from
unauthorized parties and gives access to only the au-
thorized users. Data confidentiality is usually supported
through different mechanisms such as Data Encryption
or Access Control.

2) Data Integrity: It is the ability to detect whether the mes-
sage has been modified or not during data transmission.
Some common methods like data integrity algorithms
preventing data alteration.

3) Data Availability ensures the immediate access of au-
thorized party to their information resources not only in
the normal conditions but also in disastrous conditions.
The common methods to protect availability are: firew
all, intrusion detection system, redundancy methods.

2) Security Issues in IoT: Fundamental security issue of
IOT devices is that they are closed. Thus users can not
add security as per their requirement. And because of this
issue security has to be implemented in such a way that
they become secure by design. Second major issue is that in
IOT hardware and software resources are limited. So in IOT
devices only lightweight Algorithm can be used. Moreover
in IOT system model ,security of perception layer is very
complicated because IOT system models are heterogeneous
and it is difficult to use one kind of security technology.

3) Multi And Cross Layer Security for IoT System: Security
policies within each layer must consider the following basic
mechanisms:

1) Hardware Security:Using anti-tampering technologies
(e.g. chip or memory protection, self-destruction, etc.).



2) Access Control And Authentication System: To prevent
the access to IoT sensor nodes or application from
unauthorized users.

3) Data Encryption Mechanisms: Guaranteed by symmetric
and asymmetric encryption algorithms that should be
used during data transit and storage.

4) Secure Routing: To ensure the correct route discovery
also building and maintaining target even when network
threats and attacks happen.

5) Intrusion Detection System: To detect local and network
intrusion (e.g. in WSN). It is also useful to have DDoS
attack detection and prevention mechanisms.

6) Anti-malware Solution: To detect and prevent malicious
code update in the device firmware (e.g. sensor node) or
in service or application itself.

7) Firewall: To block unauthorized hosts.
8) Trust Management System: To ensure that the security

goals are enforced.

IV. ISSUES AND SECURITY SOLUTIONS FOR IOT
COMMUNICATION PROTOCOLS

From the protocol point of view, IoT protocols can be
divided into three main levels: Physical Access, Network and
Service And Application.

A. Physical Access Level

This level include physical and MAC layer protocols of
ISO/OSI architecture. At this time, the generally used radio
technologies to communicate are wireless as IEEE 802.15.4,
BLE, IEEE 802.11/WiFi, LTE.These are extremely vula-
narable due to the broadcast nature of the wireless medium
in wireless networks.Wireless networks are prone to mali-
cious attacks, as DoS attack, eavesdropping attack, man-in-
the-middle (MITM) attack, spoofing attack message injection
attack, etc. In cryptographic techniques we generally assume
that the eavesdropper has limited computing power.

The protocols which are used by IoT devices for communi-
cation are presented according to their radio coverage range:

1) IEEE 802.15.4:The operation of low-rate wireless per-
sonal area networks (LR-WPANs) is defines by this
communication standard. The 802.15.4 specification
helps to defines the various security suites which can
be classified according to the following proprieties:
no security, encryption only (AES-CTR), authentication
only (AES-CBCMAC), and encryption and authentica-
tion (AES-CCM).

2) Bluetooth Low-Energy (BLE):The BLE version 4.2 is
more secure than the BLE key exchange protocol. BLE
version 4.2 provides stronger security compared to the
original BLE key exchange protocol because it have the
ability to create the LE Secure Connections by using
Elliptic Curve Diffie Hellman (ECDH) public key cryp-
tography. By encrypting the payload portion of a frame
Message confidentiality can be achieved. In BLE version
4.2 header information is not encrypted. Advertising
Channel PDUs are not encrypted or authenticated and

because of this , there is possibility of various attacks as
eavesdropping, inference attacks, message modification
and packet injection with incorrect control sequences.
We use the concept of black network to secure the data,
including the meta-data.

3) IEEE 802.11/WiFi: Wi-Fi networks mainly based on the
IEEE 802.11 b/g/n standards. To acheieve authentication
and encryption it uses WEP, WPA or WPA2 protocol.

4) LTE: This is the Long term evolution standard for
cellular technology which is based on the Universal
Mobile telecommunications system (UMTS). EEA (EPS
Encryption Algorithm) and EIA(EPS Integrity Algo-
rithm) these are the two standardized algorithms are used
for the radio interface in LTE network.

B. Network Level

The network level uses various protocol as IPv4/IPv6,
6LoWPAN and RPL (Routing Protocol for Low power and
Lossy Networks) for providing functioning like message for-
warding and host addressing.

1) IPv4/IPv6:IPv6 provides 128 bit adderessing but IPv4
provides 32 bit adderessing thats why IPv6 provides
more scalability for IoT world. IPv6 provides end-
to end encryption. By using IPsec protocol , IPv6
provides more-secure name resolution technique to
achieving network layer confidentiality, integrity and
authentication. IPv6 provides the Secure neighbor Dis-
covery (SEND) protocol which is the extension of
the Neighbor Discovery Protocol (NDP). Neighboring
nodes on the local link is discovered by using NDP
in IPv6. SEND increases the security of NDP proto-
col by employing cryptographically generated addresses
(CGA) to encrypt NDP messages. Cryptographically
generated addresses (CGA) helps to nullify neigh-
bor/solicitation/advertisement spoofing, DOS attacks,
router solicitation,neighbor unreachability detection fail-
ure, and advertisement and replay attacks.

2) 6LoWPAN: IOT system is also composed by WSNs, the
Internet protocol (IP) is not suitable for the WSNs which
are resource constrained devices. Thats why, 6LoWPAN
protocol provides an adaptation layer to connect the IP
world to there source constrained devices. To provide
security in 6LoWPAN networks there are three solu-
tions are proposed..First is using security features of
IEEE 802.15.4 ,second is Compressed IPsec to provide
end-to-end security at the network layer, and third is
Compressed DTLS to provide end-to-end security at the
transport layer.

3) RPL:RPL is a routing protocol for the IP-connected IoT
devices. RPL creates a Destination-Oriented Directed
Acyclic Graph (DODAG). Each RPL message uses
secure variant and AES/CCM algorithms to support
confidentiality and integrity. After provides the message
security which provides encryption and authentication,
networks are still vulnerable to a number of wireless and
routing attacks which want to disrupt the network. Thats



why, an Intrusion Detection System (IDS) is needed to
detect intruders that are trying to disrupt the network.
A Intrusion Detection system for IoT systems which is
called SVELTE is well designed for 6LowPAN networks
with RPL.

C. Service And Application Level
Due to rapid evolution of IoT devices, different protocols

have been developed in order to support the emerging M2M
data communications such as MQTT, CoAP etc.. In partic-
ular, these protocols overcomes other solutions in terms of
minimum header size, power consumption and data loss; thus,
they are well suited for constrained-resource applications.

1) Message Queuing Telemetry Transport (MQTT):This
protocol is a publisher/subscriber messaging protocol
specifically developed for constrained devices. MQTT
security is based on the TLS/SSL to provide transport
encryption. It provides a security against eavesdropping.
A Secure MQTT (SMQTT) is proposed to increase
security features of the existing MQTT protocol and
its variants based on lightweight Attribute Based En-
cryption (ABE), over elliptic curves. The advantage of
using ABE is due to its inherent design which supports
broadcast encryption.

2) Constrained Application Protocol (CoAP): The protocol
is a HTTP remarkable version to match the IoT re-
quirements for low overhead. The CoAP uses UDP pro-
tocol and encryption is most commonly accomplished
using DTLS and sometimes with IPSec.Fundamental
AES/CCM provides confidentiality, integrity, authen-
tication, and non-repudiation. Key management is a
drawback of the CoAP security which is a common issue
in almost all protocols. Another problem is the heavy
cost of computation and high handshake in the message.
Many studies proposed different solutions to compress
the DTLS. In fact, a novel DTLS header compression
scheme called Lithe has been proposed.

V. CRITICAL ISSUES AND FUTURE DIRECTIONS
To direct further research on the most vulnerable layer of

IoT System Model, we can use risk classification limited to a
qualitative evaluation of each layer due to lack of quantitative
metrics.

A. Critical Security Issues Identification
The most vulnerable layer of the presented IoT System

Model is the Perception layer and the critical issues to solve
in next future are Hardware Insecurity of IoT devices, Lack
of Lightweight Cryptographic Algorithms and Effective Key
Management, Lack of Lightweight Trust Management Sys-
tem, InSecure Routing Protocols, Lack of Lightweight Anti-
malware Solutions. The most critical and open issues in trans-
port layer to be addressed are Physical Wireless InSecurity,
DDoS Attacks. The Application Layer represents the most
variegate security context. At this layer the most serious issues
that must be considered are Common Application Vulnerabil-
ities, Privacy Protection Issue.

VI. CONCLUSION

IoT is the future and hence importance of security in IOT
is also increasing. IoT system has some weakness and many
security issues that has to be look after. For these reasons, it
is necessary to protect each layer from various security threats
and appropriately enforce Trust Management.
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