
Survey on security issues in Mobile Ad-hoc
Network (MANET)

Vinay Mahore
IHC2017002

Saby Gupta
IHC2017003

Amit Tiwari
IHC2017004

Talari Rakesh Sharma
IHC2017006

Seva Sai praveen
ISE2017013

Abstract—MANET finds many advantages over the wired
networks, however it still has some security problems which
affects network in many ways. Till now a lot of work has been
performed in identifying and solving these issues. In this paper
we will be discussing attacks on the network layer of the protocol
stack and the existing solutions to these issues.
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I. INTRODUCTION

Mobile Ad-hoc network popular known as MANET is a
infrastruce-less wireless network with an ability of continuosly
self configuring mobile nodes. Being an infrastructure-less
network the nodes has an ability to leave or enter the network
at any point of time. In MANETs the nodes not only act as
hosts but router as well and in addition to this the network
is equipped with a dynamic topology too. For a smooth
data transmission, nodes need to send and receive data in a
protected manner. If the node lies in the transmission range
then these nodes can easily transmit data, however if the nodes
are not in each others transmission range then such networks
follow the concept called multi hop data transmission, where
intermediate nodes provides a routefrom source to destination.
The primary concern in the MANET is the changing topology
frequent route discoveries. The application areas of MANET
include Disaster management , Battle field communication etc.
Apartfrom the useful features and applications of MANET, It
faces certain security issues.

II. FEATURES

Before we look into the details of security problems in
MANET, let us briefly discuss the features of MANET which
make them worth using.[1]
2.1. Autonomous Terminal:
Usually endpoints and switches are indistinguishable in
MANET. Mobile terminal has basic processing ability as a
host, as well as it can also perform switching functions as a
router.
2.2. Distributed Operation:
The control and management of the network is distributed
among the terminals. Beacuse there is no background network
for the central control of the network operations.
2.3. Multihop Routing:
Packets should be forwarded via one or more intermediate
nodes during the delivering of data packets from a source to
its destination out of the direct wireless transmission range.

2.4. Dynamic Network Topology:
The mobile nodes in the network dynamically establish
routing among themselves as they move about, forming their
own network on the fly. It may require access to a public
fixed network (e.g. Internet).
2.5. Fluctuating Link Capacity:
One end-to- end path can be shared by several sessions. The
channel over which the terminals communicate is subjected
to noise, fading, and interference, and has less bandwidth
than a wired network.
2.6. Light Weight Terminals:
The MANET nodes are mobile devices with less CPU
processing capability, small memory size, and low power
storage mostly.

III. SECURITY GOALS

In this section, we survey some security techniques that can
help us to protect the mobile ad hoc network from malicious
behaviors.[2]
3.1. Availability:
The term Availability implies that a node that needs to keep
up its capacity to give all the designated services paying little
attention to the security condition of itself.
3.2. Integrity:
Integrity keep data pure and trustworthy by protecting system
data from intentional or accidental changes.
3.3. Confidentiality:
Confidentiality implies that specific data is just open to the
individuals who have been approved to get to it.
3.4. Authenticity:
Authenticity is basically assurance that members in the
network are legit and authenticate.
3.5. Non Repudiation:
Non repudiation guarantees that the sender and the receiver
of a message can’t repudiate or disagree that they have ever
sent or got such a message.
3.6. Authorization:
Authorization is a procedure in which an entity is issued
a certification, which determines the privilages and access
permissions it has and it can’t be distorted.
3.7. Anonymity:
Anonymity implies that all the data that can be utilized to
distinguish the current user of the node should default be
kept private and not be dispersed by the node itself or the



application software.

IV. ATTACKS ON MANET

Absence of any central coordination mechanism and
shared wireless medium makes MANET more vulnerable to
digital/cyber attacks than wired network
A. Active Attacks: Active attacks are the attacks that are
performed by the malicious nodes that bear some energy
cost in order to perform the attacks. Active attacks involve
some modification of data stream or creation of false stream.
Active attacks can be internal or external. External attacks
are carried out by nodes that do not belong to the network.
Internal attacks are from compromised nodes that are part of
the network.
B. Passive Attacks: Passive attacks are the attack that does
not disrupt proper operation of network .Attackers snoop data
exchanged in network without altering it. We will see the

TABLE I
POSSIBLE ATTACKS.

Layers Attacks
Application Layer Repudiation, Attacks by Virus and Worms
Transport Layer Session hijacking,SYN flooding

Network Layer
Single Black Hole, Collaborative Black hole,
Grey Hole, Worm Hole, Flooding,
Rushing attack, Link Spoofing

Link Layer Traffic Analysis, Monitoring
Physical Layer Jamming, DoS,Eavesdropping attack

possible attacks layer wise:[1]
4.1. Application Layer:
The main objective of this layer is to handle frequent
disconnection and reconnection of the node components
within the network and also handle delay and packet loss
characteristics. Application layer contains user data that
supports many vulnerable protocols such as SMTP, HTTP,
TELNET, and FTP.
4.1.1. Malicious code attack: In this attack a malicious node
attacks on the operating system of other host node on the
network. The process involves a malicious node sending a
malware or trojan to a victim node. The trojan that is induced
into the operating system copies itself and keeps spreading
around the network. This malware stays on the network and
gains access to any new node in the network and executes
on it without any prior notice. The step is followed by the
process of transferring the data of the legitimate node to the
malicious node.
4.1.2. Repudiation attack: The security of the transport layer
and network layer is not up to the mark to prevent attacks
on the nodes in the network. Repudiation refers as denial of
participation in communication. Besides being accessing and
enjoying the resources of the network the selfish node choose
not do any job that it is intended to do.
4.2. Transport Layer:
4.2.1. Session hijacking: Session hijacking is a critical error
and gives an opportunity to the malicious node to behave

as a legitimate system. Using this attack, malicious node
reacts instead of true node in communications. All the
communications are authenticated only at the beginning of
session setup. The attacker may take the advantage of this
and commit session hijacking attack. At first, he spoofs the
IP address of target machine and determines the correct
sequence number. After that he performs a DoS attack on the
victim. As a result, the target system becomes available for
some time. The attacker now continues the session with the
other system as a legitimate system.[5]
Security Mechanism:
Cryptography is one of the most efficient ways to defeat this
attack.
4.3. Network Layer:
4.3.1. Black Hole Attack: In this attack, an attacker advertises
a zero metric for all destinations causing all nodes around it
to route packets towards it. Attack occurs when a malicious
node claims itself to form a shortest path from source to
destination and after creating this illusion it drops all the
packets that are routed to this node

Fig. 1. Black Hole Attack

In the figure suppose A wants to send some data to I. A
Broadcasts RREQ in the network using AODV protocol. The
possible route for sending data packet would be ;I but if a
malicious node D comes and claims itself to have a shortest
path from A to I, by falsely replying to RREQ sent by A.
Hence Node has all the data packets from A , and drops them
forming a black hole in the network.
Security Mechanism:
CBHA (Prevention of a Co-operative Black Hole Attack) is
a routing protocol that is proposed in order to prevent black
holes. First, it provides each legal user with a default loyalty
level, and after broadcasting a RREQ, a source node waits to
receive returned RREPs from the neighbouring nodes, and then
selects a neighbouring node of a higher loyalty level, which
exceeds the threshold value, for passing the data packets.
The destination node will return an ACK message after re-
ceiving data packets, and the source node may add 1 to the
loyalty level of the neighboring node, upon receipt of an ACK
response. If no ACK response is received, 1 is subtracted from
the loyalty level, which indicates a possible black hole node



on this route, and data packets are dropped before reaching
the destination node.
4.3.2. Grey Hole Attack: Grey Hole attack is a special case of
Black Hole Attacks in MANET. As in black hole malicious
node drops all the packet but in grey hole attack it may or may
not drop all the packets. It does not have a uniform behaviour,
at one point it may drop certain packets and send some to
other nodes. In another situation it may behave maliciously
and then suddenly it might switch to normally behaving node.
Therefore this attack is more dangerous.
Security Mechanism:
one of the solutions to avoid this type of attack is that suppose
a node is behaving in a malicious manner, there is messaging
criteria where all the other nodes apart from the malicious
nodes will be notified about the malicious behavior of the
node. In this manner we are able to isolate this node from
other normal nodes and disallow this node to use networks
resources.
4.3.3. Worm hole attack: In a worm hole attack we have
two attackers that combine and form a tunnel by placing
themselves at each end to create an illusion of having shortest
path from source node to target node.

Fig. 2. Worm Hole Attack

So packets from source node are received at one end of
the tunnel and are sent to the other end via tunnel, then
those packets are replayed from the final end of the tunnel
into the networkSource sends RREQ packets to all of the
nodes, whenever malicious node receives RREQ packet it
immediately sends that packet to another malicious node. So,
a user thinks this as a shortest path.
Security Mechanism:
Packet leash is a mechanism for detecting and defending
wormhole attacks. A leash is designed to restrict the packets
maximum allowed transmission distance. This leash infor-
mation is added to the packets. Two types of leashes are,
geographical leashes, temporal leashes.
In a geographical leashes, each node knows its position. Before
sending a packet, it sends position and transmission time. On
reception of the packets, receiver computes the distance to the
sender and the time it took the packet to traverse the path.
From this attack is detected.
In a temporal leashes, the sender appends the sending time
to the packet and the receiving nodes computes the travelling
distance of that packet
4.3.4. Flooding: In flooding attacks the only intention of the
malicious node is to exhaust the resources in the network like

battery power of the nodes, gain access to routes and jam them
by flooding unnecessary RREQ and RREP messages thereby
decrementing the networks functionality and destroying all the
possible routes between the nodes so that no communication
can take place.
Security Mechanism:
There exist a solution for flooding attack in AODV protocol
where each node maintains a list called blacklist and for every
node the number of RREQ it can send is decided and defined.
Every node observes the number of RREQ request send by its
neighboring nodes, if the number of RREQ exceeds theprior
defined threshold then that node records neighboring nodes
ID under the blacklist. Nodes in the network drop any RREQ
from the blacklisted nodes. The drawback of this method is
that it is not capable of protecting the network from floods if
the RREQ number is less than what is defined as threshold. It
is observed that this attack can cause throughput to go downup
to 80 percent.
4.3.5. Rushing Attack: The source node (S), initiates a route
discovery request RREQ to send packets to the target node
(T).

Fig. 3. Rushing Attack

There is an attacker node(A) as shown in the figure, node
A also forwards RREQ to target node T, if the RREQ sent by
A are the first one to reach the neighbors(U and V) of target
node then the route for forwarding the packet from source S to
T will be via Attacker node A. And when the original RREQ
sent by the node S reaches the neighbors of the target node,
they will be discarded. As a conclusion the Source node S
will never be able to discover the correct route which does
not include the attacker node.
Security Mechanism:
This type of attack can be detected using set of mechanism
called Neighbor Detection, Secure Route Delegation and Ran-
domized Route request Forwarding Secure Neighbor detection
validates that whether a neighboring node lies in a maximum
transmission range If node A forwards a Route Request and
finds that B is a neighbor it signs a route delegation message
so that node B can forward Route Request. When Node B
comes to know that node A is in a reachable transmission
range it signs accept delegation message. These neighboring
relationships helps in identifying the genuine nodes.
4.3.6. Link Spoofing Attack: In a Link Spoofing attack a
malicious node announces false links with its non-neighboring



nodes to spoil the routing functions in the network.

Fig. 4. Link Spoofing Attack

As shown in the fig, A is the attacker/malicious node, T
is the target node. Until the attack occurs both the nodes A
and B are MPRs(Multi Point Relay nodes are the nodes in
wireless ad-hoc networks that perform the job of relaying
messages between the nodes) for the Target node T. During
the attack, the attacker node A will announce a false link
with the two hop neighbor C of the target node T. In OLSR
node T will choose node A as its MPR because node A has
a minimum distance to reach node Ts two hop neighbor C.
Once this executes node A drop, modifies the data packets
and harm the network.
Security Mechanism:
Location Information based detection method is used in
conjunction with cryptography techniques with Global
Positioning System(GPS) and Time Stamp. Here each node
is equipped with GPS and time stamp. Each node announces
its location information with the help of GPS to other nodes
in the network. In this way every node in the network
has location details of other nodes who are present in the
network. Link spoofing is detected by verifying the distance
between two nodes that claim to be neighbors and also the
transmission range is verified to acknowledge whether a link
can be formed between the two nodes or not.
4.4. Data Link Layer:
The data link layer protocols are very much exposed to DOS
attacks. These attacks change the behavior of the nodes as an
effect on the state of the network as a whole.[3]
4.4.1 Traffic Analysis: In this type of attack the adversaries
analyze the traffic patterns to gain important information on
network topology that in turn reveals the information about
the nodes. Information such as location of nodes, network
topology used to communicate and roles played by the nodes
can be gathered.
4.5. Physical Layer:
4.5.1. Eavesdropping Attack: The node simply observes the
confidential information. The secret information like location,
public key, private key, password etc. can be fetched by
eavesdropper[4]. Classified data can be eavesdropped by
tapping communication lines, and wireless links are easier to
tap. Security Mechanism:
We can protect against network-based eavesdropping attacks
by using encryption.

4.5.2. Denial of Service: In this type of attack, an attacker
frequently sends the message to the other nodes to show him
as a busy node. This attack performs some events, which
diminishes or eliminates a network capacity to perform its
expected function.
Security Mechanism:
Since DoS attacks cannot be pre-determined,we cant prevent
being a victim of DoS attack we can reduce the prospect of
being a part of such attack where our computer can be used
to attack another. We can Deploy an antivirus program and
firewall into your network if not already done.
4.5.3. Jamming: In order to determine frequency at which
destination node is receiving signal from sender, attacker
initially keep monitoring wireless medium. It then transmit
signal on that frequency so that error free receptor is delayed.

V. CONCLUSION

In the survey paper basics of MANET are discussed briefly.
The reasons that cause security issues in MANET are analyzed
and examined. The security barriers that uphold for smooth
functionality of the system are figured. We have explored how
the mobility and scalability features in MANET can make
the network prone to different attacks. We have reviewed
vulnerable areas and categorized the attacks that can affect
the system in every layer of the network. Resolutions of such
issues are also scrutinized during the survey. In future we can
look forward to explore more issues on MANET and many
more solutions to resolve them.

REFERENCES

[1] Vishnu Sharma, Akansha Vij, Security Issues in Mobile Adhoc Net-
work: A Survey Paper (ICCCA) International Conference on Comput-
ing, Communication and Automation, 2016.

[2] Ashwani Kumar, Security Attacks in Manet - A Review International
Journal of Computer Applications, 2011.

[3] Saritha Reddy Venna , Ramesh Babu Inampudi A Survey on Security
Attacks in Mobile Ad Hoc Networks (IJCSIT) International Journal of
Computer Science and Information Technologies, Vol. 7 (1) , 2016,
135-140.

[4] B. Wu, J. Chen, J. Wu and M. Cardei, A survey on attacks and
countermeasures in mobile ad hoc networks, Springer, 2006.

[5] Ravikiran Pandurang Pawar, Detect and Prevent Session Hijacking
Attacks in MANET, Journal of Networking, Computer Security and
Engineering, 2016.


