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Note: (Calculator is not allowed) 
Answer All Questions. Each question carries 10 Marks (10 x 3 = 30). For mathematical questions, you have to properly 

show all the major steps of calculations, showing only the final answer is not sufficient to get full marks. 

1. a) State one advantage of block cipher over stream cipher, and three advantages of stream cipher over 

block cipher.                                                                                                                                  2 Marks 

 

b) We have been told in arithmetic that the remainder of an integer divided by 3 is the same as the 

remainder of division of the sum of its decimal digits by 3. In other words, the remainder of dividing 

6371 by 3 is the same as dividing 17 by 3 because 6+3+7+1=17. Use the properties of the mod operator 

to prove this claim.                                                                                                                       2 Marks 

 

c) Define a field and distinguish between an infinite field and a finite field.                               3 Marks 

 

d) Let us define a group 𝐆 = 〈{𝑎, 𝑏, 𝑐, 𝑑}, +〉 where the addition operation (+) is defined in Table 1 

given below.  Draw the table for the subtraction operation for this group.                                  3 Marks 

 

+ a b c d 

a a b c d 

b b c d a 

c c d a b 

d d a b c 

 

Table 1: Definition of the ‘+’ operation in group G. 

 

 

 

 

2. a) Compute the following :-               

i. 
1

5
 mod 13    ii. 

3

5
 mod 7                                                                                        2 Marks 

 

b) Distinguish between a synchronous and an asynchronous stream cipher.                                                1 Mark 

 

c) Discuss error propagation effects in each of the five modes of block cipher operation.                      2 Marks 

 

d) Euler’s theorem says that if a and n are coprime then 𝑎𝜙(𝑛) ≡ 1 𝑚𝑜𝑑 𝑛. Using Euler’s theorem, 

calculate 7−1 mod 15. Provide the final answer and also show the steps.                                    2 Marks 
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e) In a password based authentication system, we are using a Hash function which properly follows the 

Random Oracle model, and whose digest size is l-bits. We have two different files F1 and F2, each 

containing k passwords, randomly generated by two different independent users. An attacker tries to 

find at least one password in the first file for which there is a password in the second file with the same 

hash-digest value. Deduce the upper limit on the size (k) of the password files so that the attacker’s 

success probability is not more than 0.5. You can use the approximation 1 − 𝑥 ≈ 𝑒−𝑥 when x is very 

small.                                                                                                                                            3 Marks 

 

 

 

 

 

3. a) An El-Gamal cryptosystem uses the Abelian group < 𝐙11
∗ ,×> with a generator g = 2. Decrypt the 

following two ciphertexts which are encrypted with a public key e = 10.                                   3 Marks 

i) C = < 𝑐1, 𝑐2 > = < 6,4 >  

ii) C = < 𝑐1, 𝑐2 > = < 5,7 >   

 

b) A fixed password based authentication system is using the following configuration: - 

    Field Length 

User-Id 32-bits 

Password 64-bits 

Hash-Digest 16-bits 

      The system also uses a 4-bit ‘Salt” field to prevent Dictionary attack. Show that, the “Security-

Gain” is around 80 if we add just two more bits to the ‘Salt” field. Where “Security-Gain” is defined 

as:- 

                               Security-Gain = 
% 𝐼𝑛𝑐𝑟𝑒𝑎𝑠𝑒 𝑖𝑛 𝐷𝑖𝑐𝑡𝑖𝑜𝑛𝑎𝑟𝑦 𝐹𝑖𝑙𝑒 𝑆𝑖𝑧𝑒

% 𝐼𝑛𝑐𝑟𝑒𝑎𝑠𝑒 𝑖𝑛 𝑃𝑎𝑠𝑠𝑤𝑜𝑟𝑑 𝐹𝑖𝑙𝑒 𝑆𝑖𝑧𝑒
                                              3 Marks 

 

c) State one advantage and one disadvantage of using “Timestamp” in place of “Nonce” in Challenge-

Response protocols.                                                                                                                       1 Mark 

 

d) In Feige-Fiat-Shamir protocol, if the size of the challenge vector is 1 byte then what is the probability 

that a dishonest claimant can successfully authenticate itself, if the verification process is repeated 10 

times?                                                                                                                                             1 Mark 

 

e) In Guillou-Quisquater protocol, suppose an adversary manages to successfully guess the challenge 

value (c) that would be sent by the verifier. Device an attack method for the adversary. Specifically, 

mention the contents of the Witness message (x) and the Response message (y) used by the attacker so 

that the verification is successful.                                                                                                2 Marks 


